
 

 

Scan of application “parasto chat” 

Owner “Ehsan Zar” 

Bug : Critical 10/10  

Sql injection 

 

 

First of all I found a link on app  : (https://musictop1.ir/chaat/vergen.php) 

 

on this link shows me a backup site : https://syteposhtiban.ir/ 

 

the first step I see the “Index of /” and site has no 403 error  

In the “chaat” dir I see this file “chengmarket.php” 

 

this file have a post value who send a things to database! 

 

after this I use sqlmap tool to test sqlinjection on this form  

  

Now I have this info’s from the database! 

 

now I want to see database! 



 

 

 

 

And this is the site databases! 

I see “syteposhtiban_chaat” 

And I get this tables : 

 

I see the table who name “users” 

 



 

 

And I get this data’s from the users table : 64266 users 

As a white-hat hacker, I didn't even want to view user information, as I might 

make a mistake and download it by accident! I came here to report it to you. 

According to the law of ethical hacking, I did not download or retrieve any 

information, and my testing was done within a secure framework. 

 

Telegram username : @theseciurity 

 

 


